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Powering Up Your CubicWall Cube

Insert the supplied USB cable into the back of the Cube.
Insert the other end of the USB cable into a USB power adapter, or computer USB port

The Red power LED on the back of the CubicWall should illuminate indicating the device has
power and is starting up.

After approximately 40 seconds the Cube should turn Pink indicating the device is ready to
be configured.

To configure your CubicWall, you will need to use a computer, smartphone or tablet device.
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Connecting to CubicWall Using Windows® 10

To Setup your CubicWall Cube you need to connect to the Cube’s WiFi access point. This is
quite easy to do by following a few simple steps.

On your Windows® 10 device, search for available WiFi networks by clicking on the WiFi icon
on the taskbar
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Windows® will display the available networks, select CubicWall-00000000 and click the Connect
button.

CubicWall-00000000
Secured

E] Connect automatically

I Connect |

a
nh

Network & Internet settings

Iz 7P G
Mobile
WiFi Flight mode hotspot

10:07 PM
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Windows® will ask you for the WiFi password. Enter the password 12345678 and click the Next
button.

&
@

% CubicWall-00000000

Secured

Enter the network security key

Next Cancel

Network & Internet settings

7 e

WiFi Flight mode

10:09 PM
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Windows® will then display a query dialog asking if you want to allow others to discover your
Windows® 10 device. Since you are only temporarily connecting to the CubicWall WiFi for the
purposes of setting up your CubicWall Cube, there is no reason to make your machine discoverable,
so click the No button.

CubicWall-00000000
Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Network & Internet settings

V7 P

WiFi Flight mode

10:09 PM
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You should now be connected to the CubicWall-00000000 WiFi. As you can see from the image
below, you will have no internet access at this point as we are only using this WiFi to setup the
CubicWall Cube, then you will reconnect to your usual home WiFi network.

CubicWall-00000000
No Internet, secured

Properties

Disconnect

fe

Network & Internet settings

Vi o

WiFi Flight mode

- 10:10 PM
o ; : th p
& 12°C Lightrain A & & m & dx ENG e Ez

You are now ready to setup your CubicWall Cube, so continue to Running CubicWall Setup
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Running CubicWall Setup Wizard

In order for your CubicWall Cube to filter advertising and tracking code from websites it needs to
join your home network. To commence the Setup process use your web browser to open the URL
http://cubicwall-00000000.local or some devices you may need to use an alternative URL
http://cubicwall-00000000.localdomain

You will be presented with the CubicWall Setup login screen.

[ @ CubicWallSetup X |+

<« G A Notsecure | cubicwall-00000000.local % |

CUBICWALL

Please sign in

Sign in

Enter the user name admin and password Pa55wArd!
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Select your Timezone from the available list, this is required to ensure your CubicWall can accurately
record your statistical data for your reports and also to ensure updates etc are performed outside of
typical peak usage hours.

CUBIC W/
CubicWall Setup

Select Timezone

=1

Select Timezone

| Select Timezone v

Next Step

Select Timezone ‘l

1-00000000.ocal/ma. Australia/Adelaide

Australia/Brisbane

Australia/Broken Hill h——
Australia/Currie

Australia/Darwin

Australia/Eucla

Australia/Hobart

Australia/Lindeman

Australia/Lord Howe

Australia/Melbourne

g Australia/Perth
Australia/Sydney
Africa/Abidjan S
Select Timezone v

Next Step -
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CubicWall Setup

Select Timezone

Select Timezone

[Australia/Sydney v

Next Step

Click Next Step to proceed to the WiFi setup. CubicWall will scan for available networks, this may
take a short time depending on the number of networks in close proximity.

Please wait, searching for wifi

Page 10



CubicWall - Getting Started Guide

Once the search is complete, CubicWall will present you with a list of networks it has found, please

select your usual home WiFi.

Once you have chosen your home network, click Next Step.

20% Complete

Select WiFi

CubicWall Setup

Select WiFi

' Select Wifi

| Select Wifi

ln i R ] b | LR
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To connect to your home network CubicWall needs you to enter the WiFi password for your home
network. This will be the same password you would use to connect your phone, tablet or computer
to your home WiFi. It’s important to ensure you enter the password correctly or setup will be unable
to complete successfully.

»
«
v

CubicWall Setup

Wifi Password

40% Complete

Password

R E NN NN E NN R RN R RRR R (6\

Next Step

One you have entered the password correctly click Next Step.
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In this next step we ask for your consent to collect some data to assist in improving CubicWall. The
data is anonymised and consolidated with the data of other users so we can identify any new sites or
systems targeting our users. We may from time to time also collect performance matrices in order to

improve the performance of CubicWall.

1!

-

v
CUBIC WALL

CubicWall Setup

Data Collection Consent

60% Complete

May we have your consent to collect some data to
assist us in improving CubicWall?

As a CubicWall user you are part of a family of users who value their privacy, so we absolutely respect
your privacy, you can review our Privacy Policy for more information.

We do need your help to improve CubicWall and that starts by giving us your permission to allow
CubicWall to send us some statistical data about the sites you visit, the sites you block and how
effectively CubicWall is working for you.

The data is sent to our servers with no identifying information, we can't tell who you are from your data,

that is not our business that is your business. However when we consolidate your data with the thousands|

of other CubicWall users, we can gain a better understanding of our users' experience§gnd how we can
improve the experience.

If you later change your mind, that's OK, you can opt out by disabling data collection in t uration
page of the Admin tool.

| Consent o

| Do NOT Consent

O

Select the appropriate radio button and then click Next Step
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CubicWall includes licenced software components, for detailed information click on the Licence
Agreement link, then click the Yes | Agree button to continue.

£

W
CUBIC WALL

CubicWall Setup

License

80% Complete

I have read and agree to the terms of the Licence Agreement
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CubicWall setup will now present you with a final confirmation dialog, detailing your earlier
selections.

L

-

v
CUBIC WALL

CubicWall Setup

Confirm Settings

90% Complete

Selection

Timezone: Australia/Sydney
WiFi:

Data Sharing Consent: Yes
License Accepted: Yes

Click the Finish button to complete the setup process.
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CubicWall will now save your setting and reboot, this will take approximately 90 seconds. Please
wait patiently and do not refresh your browser.

As your CubicWall restarts you should notice it first turns green, then yellow, then finally blue. If you
experience any problems with your setup, these colours can assist you with troubleshooting the
issue.

Green: Setup has been completed
Yellow: CubicWall has successfully connected to your home WiFi

If your CubicWall stays green and does not change to yellow, this indicates a
problem connecting to your home WiFi, possibly an incorrect WiFi password was
entered during the setup process.

Blue: CubicWall has completed startup successfully
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Once your CubicWall has successfully started, your browser should be redirected to the admin page
of your CubicWall. Notice the URL is no longer cubicwall-00000000.local but instead it will be your
own unique CubicWall device login URL. Take a note of this URL or bookmark it so you can later use
this URL to administer your CubicWall.

[im] @ CubicWall Administration x |+ = a X

< C Aan

CUBICWALL

Please sign in

Login with the user name admin and password Pa55wArd!

You will be presented with your CubicWall dashboard.

Home

TOTAL REQUESTS
0

SYSTEM INFORMATION

1

SITES BLOCKED ® D Add:
evice Address
0

=

Current Cube Time

(=
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Updating CubicWall’s Software

The CubicWall platform is being continually improved so it is important ensure you are running the
very latest release of the software, the version currently installed on your CubicWall is indicated as
“Software Version” on the dashboard. Now you have your CubicWall set up, the next step is to
update the device to the latest release.

To perform the update, select the “Tools” menu indicated by the red arrow in the image above, but
first take note of the Software Version indicated by the green arrow in the image above.

Haorme
CLIERIC™ WA A
LA eI WAL
[ —— TOTAL BECLAEETS — SYETEM IHF ORMATICN
&
Uerwior Kame <Wal L
SITIS MOCEDD G Dewics Addrasy
1]
bekain, Blach Risn
s il Lint -
BiS CONMECTION RESETE & 1
1] belabn White Lig
Winat Ya'lute Lot
i Sadtware Yreyion
o ]
Eaard NMerion
Cummurri Cuba Time
Tools
CUE A .
At . Software Version 072
Administration
Device Address 192.168.1.216
e
i Device MAC 40a36bic3chiSc
Gateway/Router 192.168.1.1

Reboot

Change Password

=" Configuration

© Copyright 2021 XCogia
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From the Tools page, click the “Update” button, If no update is available it will immediately return to
the page, but if an update is available the device will download the latest software version and
update your CubicWall. Please be patient this may take a couple of minutes to complete.

Please wait, performing update......

Once completed the Tools page will display the updated version number.
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Configuring Your Network to Use CubicWall

In the previous step we finished on the Tools page. If you have to already done so please record the
“Device Address”, “Device MAC” and “Gateway/Router” values, you’ll need these to complete the
next steps.

Tools
Software Version 0.73e
Device Address 192.168.1.216
Device MAC 40:a3:6b:c3:cb:5¢

Gateway/Router —% 192.168.1.1

Click on the Gateway/Router address indicated by the red arrow in the image above, this should
open a new browser window or tab displaying your gateway’s administration page. As there are
many different bands and models of Gateways/Routers, your Gateway pages may vary for the pages
hereafter. We are using Testra™ Gateway in this example.

After clicking on the Gateway/Router address you will be presented with a login screen, the default
user name is “admin” and the default password is “password”.

k( LT

Sign in
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One you have successfully logged into your Gateway you will see the main page, click the
“Advanced” button indicated by the red arrow in the image below.

B o »8 & R &

HOME BROADBAND WI-FI CONTENT PARENTAL SERVICES USER ADVANCED
SHARING CONTROL SETTINGS

Your Broadband service is working normally. You are connected online.

5G Wi-Fi Name: "SIl

2 4G WI-Fi Name: n WAN IP: ' 187 .3 03
2 4G Wi-Fi Status O Conn. type: VDSL
5G Wi-Fi Status: Off I

Router IP: 10.0.0.1

N Hostname: mygateway
@ FW Version: 17.2.0284
|
|

Wi-Fi Ethernet/Wired usB DECT

LANIP. LAN IP: 10.0.0.143
Dmm:mmﬁmm Device Name: ubnt
Link Speed. 0 Link Speed: 1000 Mbps

Hide non-connected Device

The “Advanced” view of the page is now displayed, locate the “Local Network” section indicated by
the red arrow on the image below. Click on the words “Local Network”.

IT'S HOW Basic View admin -
WE CONNECT
Gateway Broadband Intemet Access

@ Version Mint (17.2) ® WAN Sensing L2: VDSL @ WAN Sensing L3: L3DHCP @ Wi-Fi enabled
Serial number: T @ DSL connected ® DHCPon Wi-Fi network name is
is il Bameli 4 06
Uptime: 131days 12hours 2min ©20.00 Mbps WAN IP is =il e

b i TR R
Tsec ®60.10 Mbps

@ DHCP enabled 1 ethernet device connected o & il Firewall level: normal
Gateway IP is 10.0.0.1 an 1 Wi-Fi device connected L T
netmask is 255.255.255.0 T
o gy —— ® Telstra Air down @ Enabled
merrulerrel ® o

No device connected
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You should now see the Local Network configuration page. Note the field labelled “DNS Server”
indicated by the red arrow in the image below. The current value in this example is 8.8.8.8, your
value will almost certainly be different, however we need to change this value to the “Device
Address” you will have taken note of from the “Tools” page earlier. If you have forgotten to write
the down this address don’t worry, simply log back into your CubicWall and navigate to the “Tools”
page again.

© help
Local Network
Global Information DHCP Settings
Local Device IP address  10.0.0.1 DHCP Server
Local Network subnet 255.255.255.0 Network address  10.0.0.0
Local Network IPv6 state DHCP Start address  10.0.0.1

DHCP End address  10.0.0.200
Newstart 1

New limit 200

Lease time 1h
/DNS server 88.8.8
Static leases
Hostname MAC address P

Close

The “Device Address” from our CubicWall Tools page was 192.168.1.216 (your address will almost
certainly be different) so we update the DNS Server field with that address:

DHCP Settings

DHCP Server
Network address  10.0.0.0
DHCP Start address  10.0.0.1
DHCP End address  10.0.0.200
New start 1
New limit 200

Lease time 1h

DNS server | 192.168.1.216
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Staying on the “Local Network” page we need to make another change. At the bottom of the page
you can see a section named “Static Leases”, you may need to scroll down the page to see this
section.

Click the “Add New Static Lease” button:

Local Network @ help

New start 1
New limit 200
Lease time 1h

DNS server | 192.168.1.216

Static leases

Hostname MAC address P

© Add new static lease

Network mode

Bridged Mode £ Bridged Mode

Cancel Save

Three new fields will be presented, the “Hostname” field can be set to cubicwall-dns, the “MAC
Address” must match the “Device MAC” value you recorded earlier from the “Tools” page, colons
are automatically inserted when you enter the value in the field. The “IP” field must be set to the
same value you entered in the previous step for the “DNS Server” field, this is the “Device Address”
you recorded earlier from the “Tools” page.

Static leases

Hostname MAC address IP

cubicwall-dns | 40}a3:6b:c3:ch:5¢ 192.168.1.216

Once you have completed these fields correctly click the “Close” button at the bottom of the page,
you will be returned to your gateways main page.
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IT'S HOW
WE CONNECT

\

Basic View admin -

ETI——

@ Version Mint (17.2)
Serial number: " [ &)

Uptime: 131days 12hours 2min
Tsec

Broadband

@ WAN Sensing L2: VDSL
© DSL connected
® 20.00 Mbps

© 60.10 Mbps

Internet Access

©® WAN Sensing L3: L3DHCP
@ DHCP on
WAN [P is = == .

Wi-Fi

@ Wi-Fi enabled

Wi-Fi network name is
Bamaom U025 10

Foomges el o o ]

Local Network

©® DHCP enabled

Gateway IP is 10.0.0.1 and
netmask is 255.255.255.0

Devices

1 ethernet device connected

1 Wi-Fi device connected

WAN Services

Firewall

Firewall level: normal

JTelephony

® o
& N

@ Telstra Air down

@ Enabled

No device connected

At the top right corner there is a button labelled “admin”, click the down arrow on this button and

select “Sign Out”

Basic View

admin

Change my password

Sign out

You can now close the browser window/tab.
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What Now?

Now you have successfully completed the required configuration of your CubicWall and configured
your Gateway, you are now ready to experience the benefits of CubicWall. All you need to do is start
using your devices normally and CubicWall will do its thing in the background.

Due to the way devices use your network, some devices may not immediately utilise CubicWall and
may take some time until they do. This is dependent on each individual device and how your specific
network is configured.

If you want to try to force a device (computer, tablet etc) to start using CubicWall rather than wait
for it to start using CubicWall automatically, switch the device off for 30 seconds, then switch it back
on again. In many cases this will cause your device to read the new setup from the netwok and
therefore start using CubicWall.
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